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THE RIGHT TO DIGITAL PRIVACY: A EUROPEAN SURVEY
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Translated by Mirella Andee
The right to Privacy has drastically evolved since its emergence and has
become an entrenched right across most modern democracies. The first
recognition of this right was made centuries ago in Europe, but proper legal
enforcement tools were slow to develop. The nature of this right implied such a
delay. Indeed, throughout the Enlightenment, which reached its peak during the
18th and 19th centuries, liberty-seekers across the western world primarily fought
to restore those fundamental rights that were needed to freely and equally
participate in governance. First set out by the Athenian democracy, those rights
had been mostly abandoned and excluded from the political and philosophical
landscape which had become dominated by monarchies and autocracies.
At the time, privacy was mainly assimilated with freedom from
government coercion and the right to respect the secrecy of personal documents.
The King was the main threat to people’s privacy, as William Pitt, an 18th century
British Parliament Member, decried: "The poorest man may in his cottage bid
defiance to all the force of the Crown. It may be frail; its roof may shake; the wind
may blow through it; the storms may enter, the rain may enter, - but the King of
England cannot enter; all his forces dare not cross the threshold of the ruined
tenement!"4 In 1765, Lord Camden, wrote, “We can safely say there is no law in
this country to justify the defendants in what they have done; if there was, it
would destroy all the comforts of society, for papers are often the dearest
property any man can have.”5 In 1766, the Swedish Parliament enacted the
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Access to Public Records Act that required that all information held by public
authorities be used for legitimate purposes. Napoleon enacted several provisions
in the newly-drafted Code Pénal protecting the secrecy of letters.6 In 1858, France
prohibited the publication of facts related to private life and set strict rules for
violators.7 Legislation relating to privacy across Europe was unsatisfactory,
particularly at a time when the State’s role increased significantly. The quantity of
information and personal data collected by administrative apparatuses
subsequently increased, leaving citizens without adequate safeguards against
threats to their privacy.
The second half of the twentieth century has witnessed the development of
legal instruments meant to protect people’s privacy against interference by both
states and private entities. The modern privacy benchmark at an international
level can be found in the 1948 Universal Declaration of Human Rights which
specifically protects territorial and communications privacy.8 Like the other
provisions of the Declaration, article 12 was the result of a political compromise
struck between the West and the East, chiefly the U.S.A. and the U.S.S.R. This
text was not self-executing and needed to be elaborated particularly regarding the
definition of the rights thereby proclaimed. The states, as possible sources of
threats, are not named in the text of the article which is meant to protect the
personal privacy of their citizens. No reference is made either to limitations of
this right or to the circumstances in which those limitations may apply. Although
important as a first attempt at the global recognition of the right to privacy, the
Universal Declaration of Human Rights could not serve as an efficient bulwark
against state interferences with the exercise of this right. At a European level,
privacy was to be vested two years later in the European Convention on Human
Rights (ECHR). Adopted by the Council of Europe in 1950, Article 8 of the
Convention states: "Everyone has the right to respect for his private and family
life, his home and his correspondence. There shall be no interference by a public
authority with the exercise of this right except such as is in accordance with the
law and is necessary in a democratic society in the interests of national security,
public safety or the economic well-being of the country, for the prevention of
disorder or crime, for the protection of health or morals, or for the protection of
the rights and freedoms of others."9
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Article 8 is fundamental as it lays out the right to have one’s privacy
respected by any entity while simultaneously providing circumstances in which
the State is allowed and sometimes entitled to exert certain prerogatives.
“National Security, public safety, [and] the prevention of disorder or crime,” are
among the reasons a state can interfere with this right. Therefore we can say that
security outweighed privacy for the drafters of the ECHR. As stated above,
privacy was assimilated with freedom from government coercion. Although
having a wider conception of private life – the European Commission of Human
Rights (“ECHR”) found in 1976 that privacy also comprises to a certain degree
the right to establish and develop relationships with other human beings,
especially emotional relationships which lead to the development and fulfillment
of one’s own personality.10 The Convention confirms this aspect of privacy by
outlawing states’ interference in basic human relationships. In addition, the
Convention on Human Rights formally recognizes the contingent character of the
right to respect for private and family life as contrasted by the inalienable
character of the prohibition against torture.11 Indeed, contrary to its Article 8, the
European convention on human rights does not provide any situation where the
state can limit this right, including when the security of its citizens is in peril.
While it did not precisely define the scope of privacy in European law, the 1950
ECHR determined how the signatory countries should regard this right and the
behavior they should adopt towards it. The Convention is also crucial because,
several years later, many of these countries became members of the European
Union and have continued to be bound by its provisions.
At the same time as the right to privacy was being developed and formally
recognized, a phenomenon with far-reaching consequences was occurring. The
growing use of computers for collecting and handling personal information and
data led to a major transformation of the legal tools needed to protect privacy.
Following the advent of this phenomenon, concern about unfair information
practices developed quickly during the latter half of the 1960's. The term
“information-intensity” was coined in reference to the increasing scale of human
organizations, making them more remote from their clients, and more dependent
on abstract, stored data rather than personal knowledge.12
Consequently, during the 1970’s, many western democratic countries
enacted provisions which provided efficient tools to protect their citizens against
interferences to their privacy. Legislation in Europe began with the West German
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Land of Hesse passing the very first Data Protection Act in 1970 which created
the first data protection authority: the Datenschutzbeauftragter. This was soon
followed by Sweden's Data Act of 1973,13 which was the first comprehensive
legislation at a national level regulating the use of computerized personal
information.14 The main goal of the Data Act was to prevent "undue
infringements upon the integrity of registered persons." France followed suit by
enacting the Data Protection Act in 1978 to regulate the use and storage of
personal information held by government agencies and private entities.15 The
French Data Protection Act also created an agency in charge of regulating the
protection and processing of French citizens’ personal data; The National
Commission on Informatics and Liberties (Commission Nationale Informatique
et Libertés).16 Most European countries created such a body in accordance to the
provisions of future European directives. The National Commission on
Informatics and Liberties takes complaints, issues rulings, sets regulations,
conducts audits, makes reports, and ensures public access to information by
acting as a sort of umbrella-agency over data controlling officials. It can also
impose sanctions. The Code Pénal provides a 5 years imprisonment sentence and
a 300 000 € fine for all fraudulent, unfair or illegal collection of data. 17
Despite having similar goals, these laws did not exhibit sufficient signs of
unity to protect data on a transnational level. Indeed, with the emergence of the
information-intensity phenomenon, some countries offered far better protection
than others. Moreover, the transborder flow of this data could lead to the transfer
of information to a country where no adequate legislation is in place. In order to
prevent the appearance of data-havens where legal protection of privacy is not
enforced, two crucial international instruments were adopted in the early 1980’s;
the Organization for Economic Co-operation and Development (“OECD”)
guidelines governing the protection of privacy and transborder flows of personal
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data and the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data (“CPI”).
In 1980, the OECD adopted guidelines governing the protection of privacy
and transborder flows of personal data.18 The OECD guidelines consider
protection of personal data as an essential part of privacy.19 The guidelines
delineated specific rules covering the handling of electronic data. In order to
avoid legislational disparities among countries which could hinder the flow of
data from one country to another, the OECD recommended that member
countries enact into their legislation a number of principles meant to protect
privacy.20
In 1981 the Council of Europe adopted the Convention for the Protection
of Individuals with regard to Automatic Processing of Personal Data.21 Like the
OECD, the CPI created specific rules covering the handling of electronic data,
although it focused specifically on the automatic processing of personal data.
Both the CPI and the OECD require that personal information be:
Obtained fairly and lawfully;
Used only for the original specified purpose;
Adequate, relevant and not excessive to purpose;
Accurate and up to date;
Accessible to the subject;
Kept secure;
Destroyed after its purpose is completed 22
These texts, the Council of Europe’s CPI in particular, have had, and are
still having, a deep influence on countries across Europe. Meant to promote
electronic commerce, the CPI’s provisions are enacted, as well as the 1995
European Union Data Protection Directive, by most of Europe and even by some
non-European countries.23 Non-European countries have enacted these
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provisions because they are eager to join the Union in the near future or are
willing to comply with these regulations to facilitate trade. The 1981 Convention
was a major breakthrough towards harmonizing different data regulation
legislations as it introduced the creation of a data controller in charge of
monitoring data handling and punishing privacy infringements. The 1981 CPI
provided a series of definitions relating to data protection that are still partly
used to define the regulation and protection of personal data today.24
Many European countries uphold these principles in their national
legislation. After initially rejecting several bills and recommendations, the British
Parliament finally adopted a Data Protection Act in 1984, which had been
repealed in 1998 to comply with the 1995 European Union Data Protection
Directive.25 The presence of an official agency in charge of monitoring the
enforcement of such rules progressively became a common feature throughout
Europe because governmental oversight is an essential aspect of any successful
data protection regime. Although the powers of these official bodies vary by
country, their prerogatives are geared towards similar purposes.
In 1995, the European Union enacted a directive which updated the rules
already in force and unified the data protection laws of its Member States. The
1995 Data Protection Directive26 reinforces the states’ obligations and the data
controlling agency’s prerogatives. Under Article 28 of the directive, all European
Union countries must have an independent enforcement body. This body must be
consulted by governments prior to the enactment of laws relating to the
processing of personal information. It also conducts investigations, hears
complaints, issues reports, and can order the destruction of information or can
prohibit its processing if necessary. The Directive represented another step
towards an unimpeded flow of information throughout Europe. Two years later,
it was supplemented by the Telecommunications Privacy Directive27 which
established specific protections covering telephone, digital television, mobile
networks and other telecommunications systems. These communications
technologies, including Internet generated data, had not been covered by
sufficient provisions until the passage of this Directive.
Although the need for greater protection has been recognized by the
European Union, rapidly changing standards and technologies complicated the
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situation. Once transformed into a digital mass of abstract information, personal
data can be collected, transferred, consulted and used by a growing number of
organizations and entities. The use of that information can be diverse. Marketing
is the first to come to mind as it is widely used by businesses. For example, the
Internet is a major source of consumer-related material. When surfing the Net, a
user can reveal much about his identity, habits and interests.28 Misuses of that
data occur frequently whether by individuals or by organizations. Consumerprofiling technology is no longer a distant means of targeting individuals by
monitoring websites typically visited by individual Internet users. Nor is it
unimaginable for a relatively skilled computer user to enter someone’s computer
to steal sensitive information. It is even less difficult for a state having access to
that information to exert and intensify a new type of surveillance: Dataveillance.
Roger Clarke, a professor of computer science at the Australian National
University, is the author of the term. He gave this definition as early as 1988:
"Dataveillance is the systematic use of personal data systems in the investigation
or monitoring of the actions or communications of one or more persons."29
The shift between old-fashioned privacy-related data and the last twenty
years’ intense digitalization process increased the level of threats incurred by data
subjects. Besides the Internet, telecommunications provide a new generation of
data generated by merely using a cell phone. An initial materialization of this new
data, referred to as traffic and location data, was Caller-ID technology. The 1997
Directive required the incorporation of an option enabling users to block their
number’s transmission to Caller-ID equipped devices. Mobile communications
now pose additional threats as they can provide details of an individual’s
movements and activities. This location can be combined with other information
including telephone calls and search engine requests; the type of information that
can be used to develop precise personal profiles. Privacy is not the only human
right put at risk by such tools. Freedom of speech and the right of assembly can
be jeopardized as well.30
Law enforcement authorities were quick to incorporate this “valuable”
information into their investigations against organized crime. An Internet Service
provider can be highly useful for police and intelligence services because it gives
them the ability to monitor a suspect and his/her acquaintances or accomplices
by merely consulting a database of their phone calls. It can at the same time
prove to be a major source of privacy infringements as, to paraphrase Lord
Camden, transactional and locational data are often the dearest property any
man can have. In traditional telephony, transactional data consists of telephone
numbers, the call metrics (duration of call, time and date), countries involved,
See, David Banisar, Letter written to the South African Committee on Justice & Constitutional
Development, (2001), available at http://www.privacyinternational.org/countries/south_africa/pisa-intercept-letter.html.
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and the types of service which have been used.31 While this data was stored by
providers, it was only available to law enforcement authorities because the
content of the conversations were not stored. Wiretapping required a warrant or
a court order, but access to traffic data was possible with lower authorization and
oversight requirements. Traffic data has been considered less legally sensitive
and, as a result, the obstacles for security services to access them were minimal.
The same was true for Internet-generated transactional data, although this
rivaled substantive communications in the amount and type of information that
it could provide about someone.
In fact, there is no single legal definition for connectional data.
Connectional data is generally considered to be the technical information (traffic
data, location, billing,...) relating to communications transmitted or received by
the users of electronic communications networks, including the Internet. This
gives information about the caller or the receiver, including the date, the time and
the duration of the call or connection, and the identity of the computers used via
their IP addresses. Moreover, the geographical or temporal location of the caller
can be associated with other data, enabling verification of the communicator’s
location or identity. The retention of connectional data, broadly speaking, is an
embarassing question that must be considered on legal, technical, economical
and political grounds.
Data retention laws must be enforced on different levels. First, one has to
determine which classifications of data gained from communications can be
retained and by whom. Second, the duration and manner of data retention must
be defined. Third, limitations on the ability to access retained data must be
specific in case of litigation, and especially in case of judicial queries. Finally,
rules must be created to define who will bear the economic cost of data retention,
especially the financial cost of requiring operators to retain, access and release
stored data.
The issue of data retention lies at the forefront of international, European
and national news, bringing a new eagerness to a debate which many may
consider outdated. The monitoring of communications generated by data
retention for the purpose of public safety raises the issue of fundamental personal
privacy rights, including the need to strike a balance between concepts of
anonymity and governmental control. New standards, including Voice over
Internet Protocol, known as VoIP, offer the ability to communicate from one
point on the globe to another by using personal computer. These new services are
generating large amounts of connectional data which present a potential source
of major privacy infringements. Regulating the flow and collection of these new
types of personal communications data presents additional challenges to
European lawmakers. Consequently, European legislation will once again have to
adapt to efficiently address those risks.

See Privacy and Human Rights 2003, An International Survey of Privacy Laws & Developments:
Overview, available at http://www.privacyinternational.org/survey/phr2003/overview.htm.
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